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Abstract

Modern vehicles are equipped with many driver assistance mechanisms to make life easier for drivers. These features are
made possible by the use of a range of technologies, first and foremost the CAN (Controller Area Network) bus, which is a
means of communication between electronic control units (ECUSs). Scientific research has revealed the weakness of this
protocol and the availability of WIFI, Bluetooth, USB, OBD2 connection in the vehicle increases the possibility of attack
from the outside. The risk of attack increases according to the vulnerability of the system under attack (engine ECU,
anti-lock braking system ABS, gearbox, GPS...), that's why manufacturers and researchers are working to find solutions to
this problem. In this paper, we have proposed an approach to deal with any attack on car security. It is presented by an
algorithm that uses crypto-graphic bases that protects data, detects attack attempts and takes into account the real operating
time of the automotive nodes. This approach is implemented on the Software level as how it can be applied on the
Hardware side or both at same time, cheaper and more secure.
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